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A HIGH-PERFORMANCE FIPS CERTIFIED SMART  
CARD SOLUTION for HSPD-12 REQUIREMENTS 

LITTLETON, CO October 4, 2006 - CPI Card Group – Colorado Inc. announced 
plans to deliver next generation identity management smart cards under the 
Federal HSPD-12 deployment program scheduled to be launched this year. In 
August of 2004 President Bush set in motion a program to establish personal 
identity validation smart cards for all Federal employees and contractors serving 
the government. The industry has been preparing for these new higher standards 
established by the National Institute of Standards and Technology [NIST] for the 
smart card 7816 ISO format. 

CPI Card Group, based on Atmel® Corporation’s secure silicon platform and with 
technologies assembled by TecSec® Inc, will provide 144K of Flash memory 
at a per byte cost advantageous to competing solutions. This next generation 
CKM Enabled® Smart Token® is powered by Atmel’s Flash AT90SC144144CT 
single-interface, together with AT90SC12872RCFT dual-interface contactless and 
contact chip. This Smart Token solution includes a CKM Enabled JAVA® operat-
ing system PKI authentication, PIV2 and Precise Biometrics Match-on-Card(tm) 
technology. TecSec’s CKM® technology serves more than ID cards as it is integral 
to an ID access and data management system solution that can provide persis-
tent protection to data. This is enhanced by accessing multiple applications (silos) 
upon this same trusted Smart Token platform thereby serving as a true federating 
device. 

This Smart Token federating device is designed to be interoperable with other 
PIV2-compliant cards and to become the preferred workhorse for not only this 
HSPD-12 requirement, but for Homeland Defense and other applications (e.g., 
first responders, border control and state government programs). Various card 
issuers will find their requirements met by this high capacity uniform platform with 
multiple silos. 

TecSec Inc, a leading high-grade security solutions provider, brings its CKM tech-
nology to protect content as well as to enforce permissions and functions, includ-
ing discrete access rules and various permissions that allow for numerous silos on 
their Smart Token. Each silo contains a distinct service application, the access to 
which is under the control of the respective application provider. Access permis-
sions may vary and they are assigned to cardholders by the application provider. 
In this manner “roaming” on the card is denied, privacy is assured and the liability 
exposures of the Smart Token issuer are substantially curtailed. 

Overall system installation and ongoing operating costs for this Smart Token are 
significantly lower than traditional Java smart card solutions. This is because 
the content protection of CKM and the multiple discrete application silos, permit 
highly-secure network-independent updates (loads and deletes) to intended seg-



ments of the memory of the ATMEL secure chip. In this manner, fixed facilities 
needed for cardholders to update smart cards are no longer needed, obviating a 
major cost. Furthermore, given the discrete and protected nature of each applica-
tion silo, the Smart Token issuer has the opportunity of gaining “cost offsets” or 
rental income, from application providers paying for silo space on the issuer’s card 
platform. This Smart Token establishes a new, more favorable, business model for 
the card issuer. 

The Smart Token’s contactless RFID feature is designed with a secure close- 
proximity range limitation, guarding privacy and thwarting vulnerabilities. 

Precise Biometrics’ use of the secure smart card environment to match the 
cardholder’s stored fingerprint against the cardholder’s finger is another example 
of the next generation nature of this Smart Token solution. Conventional biometric 
solutions match the fingerprint against a remote data base, involving additional off-
card processing and costs while exposing the stored templates to potential com-
promise. The Precise Match-on-Card™ solution is a clear step ahead, increasing 
security while enhancing user privacy. This Smart Token solution is interoperable 
with the efficient MyID® card life cycle management system of Intercede®. 

CPI Card Group will manufacture this Smart Token. The FIPS and NIST certifica-
tions are in place or scheduled to be completed in a timely fashion. A long-life 
composite card material base, providing heightened durability, is also available 
that delays normal card replacement costs well into the future

About CPI Card Group
A world leader in plastic card manufacturing for over 20 years, CPI offers a single 
source for plastic cards from foil cards and holograms, to translucent and smart 
cards. CPI’s two ISO 9001:2000 certified sites include CPI Card Group - Colo-
rado, Inc. in Littleton, Colorado and CPI Card Group - Nevada, Inc. in North Las 
Vegas, Nevada. CPI Card Group produces high-quality, general-purpose, mag-
netic stripe and smart cards for many applications. Certified to produce contact-
less products, our facility specializes in distinctive cards and we offer the largest 
production capacity in North America.


